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« Background & Challenges



Background

« Conventional electric power systems
(EPS) are composed of:
- Generation
— Transmission
— Distribution

Generation

 Managed independently by:
— Transmission system (TSOSs)
— Distribution system operators (DSOs).



Background: TSOs

« TSOs traditionally model distribution systems as consumers (loads).
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ﬁ Distribution system #1

Modeled as single-phase

Distribution system #3

|7 ﬁ Distribution system #2



Background: DSOs

« DSOs traditionally regard transmission systems as slack buses with
unlimited resources (often modeled as voltage sources).

Slack
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Modeled as three-phase (multiconductor)



Background: Integration of DERs

 Distribution systems are becoming more active:
— Integration of Distributed Energy Resources (DERS)
— Integration of Information & Communication Technologies (ICTs).
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The common assumption of the distribution system being just
a load seen from the transmission system-side is now unreasonable



Challenges

« Traditionally owned and operated by separate entities.
« Centralized models may not be scalable and hard to solve. (Assumption)
« Convergence issues with AC OPF (nonlinear, nonconvex formulations)

* The ‘independent’ optimization does not allow optimal dispatch of both T&D
resources simultaneously.

Coordination (Co-optimization) between T&D networks
will be imperative for the optimal operation of the power
grid.
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 Introduction to PowerModelsITD.jl



InfrastructureModels.|l

« Core package for multi-infrastructure modeling and optimization ecosystem

‘Q https://github.com/lanl-ansi/InfrastructureModels.jl


https://github.com/lanl-ansi/InfrastructureModels.jl

PowerModelsITD.j| (PMITD)

« PMITD enables
* rapid prototyping of integrated transmission-
distribution (ITD) optimization problems

 PMITD provides

* baseline implementations of steady-state
ITD optimization problems (OPF)

« common platform for the evaluation of
emerging formulations and optimization

https://github.com/lanl-ansi/PowerModelsITD. ||
"a [1] Ospina, J., Fobes, D. M., Bent, R., & Wéchter, A. (2023). Modeling and Rapid Prototyping of Integrated Transmission-Distribution OPF Formulations with
(< PowerModelsITD. jl. IEEE Transactions on Power Systems. : url: https://ieeexplore.ieee.org/abstract/document/10015147



https://github.com/lanl-ansi/PowerModels.jl
https://ieeexplore.ieee.org/abstract/document/10015147

PowerModelsITD.jl: Core Design

Core language
feature:

Problem Specifications Multiple dispatch

Integrated T&D Power FIOW (pfltd) AC Polar function build_opf(pm: :AbstractPowerModel)
. - var‘iable_gen_power‘(pm)
Integrated T&D Optimal Power Flow (opfitd) v ACRecta Vaﬂables variable_bus_voltage(pm)
Variables: e 4/’//' variable_branch_power{pm)
Va v, Vl € N
| Sgu VK EG ‘[3 Vie N / objective min fuel and flow cost(pm)
N
-[53 :lEE;]]- SU V(i j) EEV Eg constraint_model voltage(pm)
LV Minimize: L.
. Sl}'v(l'f) = . for i in 1d?(pm, :ref_buses) )
Form u |at|0ns Minimi L Cao (ER(SQ.;())Z + 1 (R(Sga)) + cox 4 constraint_theta_ref(pm, i)
INNMNIZE: en
M e KREG;
( \ Z Ca (R Subject to: for i in ids(pm, :bus)
constraint_power_balance(pm, i)
ACP'ACPU RKEC r=GWwE Ru end
c St < Sgk = Sg VK EG
5 9.k 3.k

ACR-ACRU Su Subject to: w s for i in ids(pm, :branch)
IVR'IVRU - Sg = 5' Ik ui < Wl = v Vi€ N]' constraint_ohms_yt from(pm, i)

C )2 B o crer constraint_ohms_yt to(pm, 1)

_ )t = Z — 34— Z ij = U, Vi€e
NFA NFAU s s kEG; (L,j)EEUER constraint_voltage_angle_difference(pm,i)
- i i 9.k Al o Au 2 s "'_-__—_-—

SOCBFM LInDISSFIOW KEG; 9 =6 9 <9 MO constraint_thermal_limit_from(pm, i)

|.S' | = su v ‘51}‘ = S e f) € E U Eg constraint_thermal_limit_to(pm, 1)

- -
. end




<------>Mapping ~ TTm=meemeo--m77T ;Ll

Voltage constraints
[V?|[a] 2V'=4V"[a]

- D D —_ D o
= T = [V2I[b] 4VP[b]= 4VP[a] - 120
' [VPI[c] gVP[c] = 4VP[a] +120°

Boundary Buses



PowerModelsITD.jl: Supported Formulations

NLP Formulations

- ACP-ACPU
= Power-Voltage, polar coordinates, non-linear (NLP)
- ACR-ACRU
= Power-Voltage, rectangular coordinates, non-linear
(NLP)
- IVR-IVRU
= g\lulflrae)nt-Voltage, rectangular coordinates, non-linear

Linear Approximations
- NFA-NFAU
= Network Flow Approximation
= Active power only, lossless, linear (LP)
- BFA-LinDist3Flow
= Branch Flow Approximation - Linear Approximation

Relaxations

- SOCBFM-SOCUBFM

=  Second Order Cone Branch Flow Model Relaxations
— W-space.

Hybrid Formulations (Experimental)
- ACR-FOTRU

= Power-Voltage NLP, rectangular coordinates, First-
Order Taylor Approximation

- ACP-FOTPU

= Power-Voltage NLP, polar coordinates, First-Order
Taylor Approximation

- ACR-FBSU

= Power-Voltage NLP, rectangular coordinates,
Forward-Backward Sweep Approximation

- SOCBFM-LinDist3Flow

=  Second Order Cone Branch Flow Model Relaxation
— W-space.

= Linear Approximation.
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* Using PowerModelsITD.jl



Using PowerModelsITD.jl: Files

The files needed to run OPFITD are:

Transmission file

function mpc = case§
mpc.version = '2';
apc.baseMVA = 100.0;

%% bus data
% bus_i type Pd od Gs Bs area Vm Va baseKV zone
mpc.bus = [
1 2 6.8 8.8 6.8 6.8 1 1.87762 2.88377
2 1 300.6 98.61 6.0 8.8 1 1.08407 -0.73465
3 2 300.0 98.61 0.8 0.8 1 1.10800 -0.55972
3 390.0 131.47 8.8 0.0 1 1.06414
) 2. AL 9.8 1,
2 8.8 8.8 8.8 8.8 .l

%% generator data

% bus Pg Qe Qmax  Qmin Vg mBase status Pmax  Pmin
mpc.gen = [
1 40.0  30.0 30.0 -30.8 1.87762 100.8 1 0.0
1 170.8 127.5 127.5 -127.5 1.B7762 100.6 1 170.0
3 324.498 3%9.0 3%0.0 -390.8 1.1  100.8 1 520.8
4 0.8 -10.802 158.8 -158.8 1.86414 160.8 1
10 470.694 -165.639 450.0  -450.0 1.06907 160.0

IH

%% generator cost data
% startup shutdown n c(n-1) ... ca
mpc.gencost = [

2 8.6 8.8 3 6.606600 14.660060 6.566000
2 8.0 8.0 3 0.000000 15.000000 0.500000
2 0.8 0.0 3 0.000000 30.000000 6.600000
2 8.0 8.0 3 0000000 40.000000 0.000000
2 6.8 6.8 3 8.660000 16.600000 0.660008

1

%% branch data

] fhus  thus T x b rateA rateB rateC ratio angle

mpc.branch = [
1 2 0.00281 0.0281 0.00712 460.0 400.0  400.8
1 4 0.00304 0.0304 0.00658 4726 426 426
1 10 0.00064 0.0064 0.03126 42 42 4%
2 3 6.68188 6.0108 0.81852 426 426 426
3 4 0.06297 0.0297 ©.00674 426 A2 426
4 10 0.06297 0.0297 0.00674 240.0  240.0  240.8
2 5 0.08297 0.0297 0.00674 426 4% 426

MATPOWER (“.m”)

0.8;
0.8;
0.8;
208.8
1

status

ceroooo

csgoooo

‘;Q PSS(R)E v33 specification (“.raw")

Distribution file(s)

~ basekv=230 pu=1.00 MVAsc3=200000 MVAsc1=210000 S~o
=~ ~
1 Substation Transformer S
New Transformer.SubXF Phases=3 Windings=2 Xhl=0.01 ~
~ wdg=1 bus=sourcebus conn=wye kv=230 kva=25608  %r=0.0065 ~
~ wdg=2 bus=Substation conn=wye kv=13.8 kva=25000 %r=9.0005

1Define Linecodes
New linecode.556MCM nphases=3 basefreq=60 1 ohms per 6 mile
~ tmatrix = ( 0.1600 | 0.0400  0.1000 | 0.6400  0.0400  6.1600)
~ xmatrix = ( 0.0583 | 0.8233  0.0583 | 0.0233  0.0233  0.0583)
"t snemakein = (50 S29SAUAUIESED, . ), -6,

50,92968178940651 | -0 - 50.92968178940651 ) ! small cap \

\
New Linecode.4/8QUAD nphases=3 basefreq=60 ! ohms per 100ft N
~ tmatrix = ( 0.1167 | 0.8467  0.1167 | 0.0467  0.0467  0.1167) S
~ xmatrix = (0.8667 | 0.8267 0.0667 | 0.0267 0.0267 0.0667 ) ~
~ cmatrix = (50.92958178940651 | -0 50.92958178940651 | -0 -0 50.92958178940651 ) ! small ca ~ ~

tDefine lines

New Line.OHLine busi=Substation.1.2.3 Primary.1.2.3 linecode = 556MCM  length=1 normamps=600

New Line.Quad

1Loads - single phase

New Load.L1 phases=1 loadbus.1.0 ( 13.8 3 sqrt / )  kW=3000 560 model=1
New Load.L2 phases=1 loadbus.2.0 ( 13.8 3 sqrt / ) kN=3000 560 model=1
New Load.L3 phases=1 loadbus.3.0 ( 13.8 3 sqrt / ) kM=3000 kvar=1600 modelst

1GENERATORS DEFINITIONS

BusisPrimary.1.2.3 loadbus.1.2.3 linecode = 4/0QUAD length=1 normamps=6600 e

1178940651 ) ! small cap

New generator.gen1 Busi=loadbus.1.2.3 Phasess3 kVs( 13.8 3 sart / ) kN=2000 pfs1 connswye Model )

Set VoltageBases = "230,13.8"
Set tolerances0.600001
set defaulthasefreq=60

¢
ILoads - single phase
New Load.L1 phases=1 loadbus.1.0 ( 13.8 3 sqrt /) k=3000
New Load.L2 phases=1 loadbus.2.8 ( 13.8 3 sqrt /) kN=3000
Wew Load.L3 phases=1 loadbus.3.0 ( 13.8 3 sart /) kW=3000

IGENERATORS DEFINITIONS

1178940651 ) ! small ca

| length=1 normamps=600
Length=1 normanps=6060 e

kvar=1500 model=1
kvar=1500 mode
kvar=1500 mode

New generator.gent Busi=loadbus.1.2.3 Phases=3 kvV=( 13.8 3 sart / ) kW=2000 pf=1 conn=wye Model

Set VoltageBases = *230,13.8"
Set tolerance«0.000001
set defaultbasefreqe6d

OpenDSS (".dss")

https://lanl-ansi.github.io/PowerModelsITD.jl/stable/manual/fileformat.html
[2] “DiTTo (Distribution Transformation Tool),” 2021, Accessed: Aug. 06, 2021. [Online]. Available: https://github.com/NREL/ditto

{
supransmission:boa nd‘ary‘)l

=~ "-trms_missicn,bﬂundary' 3

Boundary file

"distribution_boundary"

A

*3bus_unbal.voltage_source.source”

{

"distribition TomderyDd "3b
}

g
us_bat.voltage_source.source™

JSON (".json")

other proprietary file
formats supported
via DiTTo [2]



Using PowerModelsITD.jl: Run OPF

Simple User Interface Easy User Adoption

Case w/ 1 distro. system Case w/ 2 distro. systems

PowerModelsITD PowerModelsITD
Ipopt Ipopt
ipopt = Ipopt.Optimizer ipopt = Ipopt.Optimizer

itd th = joi th(dir thof (P rModelsITD
pmitd_path = joinpath(dirname(pathof(PowerModelsITD pmitc_pa Joinpa ~rhamet patiiohi Fowertioe s

pm_file = joinpath(pmitd_path, " ata/t r sio 5_with2loads.m

pm_file = joinpath(pmitd_path, "test/da t 0 pmd_filel = joinpath(pmitd_path, : di se3_unbalanced.
pmd_file = joinpath(pmitd_path, est/data/distribution/cas nalancec pmd_file2 = joinpath(pmitd_path, " ¢ 3
boundary_file = joinpath(pmitd_path, "t | boundary_file = joinpath(pmitd_path,

pmitd_type = NLPowerModelITD{ACPPowerModel, ACPUPowerModel pmd_files = [pmd_filel, pmd_file2
pmitd_type = NLPowerModelITD{ACPPowerModel, ACPUPowerModel

result = solve_opfitd(pm_file, pmd_files, boundary_file, pmitd_type, ipopt
result = solve_opfitd(pm_file, pmd_files, boundary_file, pmitd_type, ipopt




Using PowerModelsITD.|l: Results

julia> result
Dict{String, Any} with 8 entries:
"solve_time" >
"optimizer" >
"termination_status" =>

>

"dual_status"
"primal_status"
"objective”
"solution"
Transmission Elesse 1)
julia> result["solution"]["it"]["pm"]
Dict{String, Any} with 6 entries:
“baseMVA" => 100.0
Dict{String, Any}("3"=>Dict{String,
Dict{String, Any}(“4
false
Dict{String, Any}("4"=>Dict{String, Any}("va"=
=> false

Any}("qf
=>Dict{String, Any}(“"qg

206.656, "qt
=>56.3262, "pg

-1.06955e-34, "vm"

julia> result["solution"]["it"]["pmd"]

Dict{String, Any} with 7 entries:
"line" => Dict{String,
"settings" Dict{String,
“transformer Dict{String,
"generator" Dict{String,
"load" Dict{String,
"bus™ Dict{String,
"per_unit" false

>Dict{String, Any}

Any}("3bus_unbal.12"=>Dict{String, Any}("qd_bus
Any}("3bus_unbal.loadbus"=>Dict{String, Any}("v

Boundary

julia> result["solution™]["it"]["pmitd"]["boundary™”]
Dict{String, Any} with 4 entries:

"(100001, 5, voltage source.3bus_unbal.source)” => Dict{String,
voltage_source.3bus_unbal.source, 5)" => Dict{String,
voltage source.3bus_bal.source, 6)" => Dict{String,
6, voltage source.3bus_bal.source)” => Dict{String,

" (100001,
" (100002,
" (100002,

(<

-202.276, "pt"
=>18.0328), "1

Any}("3bus_unbal.quad"=>Dict{String, Any}("qf"=>[1344.85, 1503.97, 1502.46], "qt"=>[-1333.33, -1500.0, -1500.8], "pt"=>[-3333.33, -2333.33, -2333.33],

>[[1508.51, 1508.51, 1508.51], [-1508.41, -1508.41, -1508.41]], “p
bus_unbal.genl"=>Dict{String, Any}("qg bus"=>[-0.0, -0.0, -0.0], "qg"=>[-0.0
[1500.0], “pd_bus"=>[3000.0], “qd
>[-1.10106, -120.971, 119.172], "

Any}(“pbound_fr"
Any}("pbound_to
Any}("pbound_to"=
Any}("pbound_fr"=

0.12712
"Ipopt"
LOCALLY_SOLVED
FEASIBLE_POINT
FEASIBLE_POINT
18146.3

=> Dict{String, Any}("multiinfrastructure"=>true, "it"=>Dict{String, Any}("pmd..

-Inf

>221.006, "
Dict{String, Any}("“qg

"=>-220.308), "4
=>30.0,

Dict{String, Any}("qf"=>-217.108, "qt
pg“=>40.0), "5"=>Dict{String, Any}("qg

=>221.882, "pt
=>-201.205, "
0.9), "1"=>Dict{String, Any}("va"=>3.95367, "vm"=

0.917681), " ict{String, Any}("va"=

=>[[2351.59, 2351.59, 2351.59
-0.0, -0.0], "pg"=>[666.668, 666.668, 666.668], "pg_bu
[1500.0], “pd“=

>[7.38801, 7.42776, 7.41273]), "3bus_bal.substation"”

8068.8], "qbound_fr"=>[4367.42])
-3367.36, -2346.47, -2354.97], “"gbound_to"=>[-1355.14, -1507.53, -1504.75])
-2351.62, -2351.62, -2351.62], "qbound to"=>[-1508.64, -1508.64, -1508.64])
7054.87], "gbound_fr"=>[4525.93])

-0.949629, "vm"=>0.937736), "2"=>Dict..

"=>[3351.62, 2340.39, 2344.9..

[-2351.58, -2351.58, -2351.58]]), “3bu..
=>[666.668, 666.668, 666.668]), "3bus_bal..
[3000.0]), “3bus_bal.13"=>Dict{String, Any}("“qd_bus“=>[1500.0], “pd_bus"
Dict{String, Any}("va"=>[-1.0817
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Use Case #1. PNNL Tests — 4 Regions

Boundary Bus

Totals:

(<

Taxonomy
PNNL Cases [3]

Buses/Nodes: 19,637
(w/ +500 from transmission)

Edges: 20,595 (w/ +733
from transmission)

*

%)
QO
QQ
0‘0
&
Q

55

............... R1_1247_2
............... R1-1247-3
............... R1-1247-4
............... R2-25-1

--------------- GC-1247-1

............... R2-1247-1
............... R2-1247-2

--------------- R5-35-1

17

Test Cases

case_ri_25 1

case r1 1247 1

case_rl1_1247 2

case_ri1 1247 3

| 168 || 165

case_rl 1247 4

Ib7o [Fbs1

case_r2 25 1

Fi617 [F6s1

case gc 1247 1

case r2 1247 1

case_r2_ 1247 2

case_r4 1247 2

case_r5 25 1

case_r5 35 1

case r5 1247 4

Bo3o [Bogs

Totals: 19,137 19,862

[3] Schneider, Kevin P, et al. Modern grid initiative distribution taxonomy final report. No. PNNL-18035. Pacific Northwest National Lab.(PNNL), Richland, WA (United
States), 2008.




Use Case #1: PNNL Tests — 4 Regions

CPU: x6 Cores @ 2.80 Ghz
RAM: 128 GB

Ipopt vers.: 3.14.4
MUMPS vers.: 5.4.1

Case PNNL - All Regions

Formulation S/hr Time (s) |Iterations
ACP-ACPU 422,095.2350 |1 525.154 94
IVR-IVRU 422,095.2348 | 360.954 99
NFA-NFAU 412,286.7567 | 10.860 24
ACR-FBSUBF | 422,074.7218 || 226.852 97
BFA-LinDist3 | 412,286.7567 || 146.084 45
SOCBF-LinDist3| 421,529.7893 || 241.203 75




Use Case #2: Market Manipulation Studies

« Power grid is modernizing
— adopting information and communication technologies (ICTs)
— 10T internet-connected high-wattage appliances are being used more and more (e.g., smart HVACS)

* |0Ts/ICTs are opening new attack vectors (e.g., Internet)

* Cyber threat actors are exploiting vulnerabilities in these vectors to destabilize the grid [4] or for
financial gain [5]

A novel way of obtaining profits is via the market manipulation of local real-time energy markets

Generation Consumption
Inducing high prices, e.g., by artificially :::’E s by ®
manipulating the supply and demand of a
commodity.

~ [4] Kovacs, E. SecurityWeek: Cybersecurity News, Insights & Analysis. High-Wattage loT Botnets Can Manipulate Energy Market: Researchers.

‘Q [5] Walton, R. Utility Dive Transmission & Distribution, Grid Security & Reliability. Sophisticated Hackers Could Crash the US Power Grid, but Money, Not Sabotage, Is
~ .
Their Focus.



Use Case #2: Market Manipulation Studies

Load-Altering Attack (LAA) Scenario: loT High-Wattage HVAC
» Attack Building automation/HVAC control systems = =

*  Vulnerability (Example):
critical authentication bypass vulnerability (CVE-2021-412922)[6] = |t

« Attack Scenario: An attacker could exploit CVE-2021-412922
* Modify HVACs Eco-mode -> Max. power
Assume large residential/commercial buildings (as the targets):
* 10-30 HVAC units
+ Each HVAC unit rated at 7-16 kW
+ Afeeder w/ 30 units - maximum ‘compromised’ consumption of 480 kW (16*30)
* Imagine 100+ (or more!) compromised

.9 [6] https://nvd.nist.gov/vuln/detail/CVE-2021-41292



Use Case #2: Market Manipulation Studies

(<

Case Studies

1. Normal scenario
2. LAA50%
3. LAA100%

LAA applied to different buses of
RTS 24

* Bus8

* Bus9

 Bus 19

* Bus8§,9, &19

Statistical Analysis of LMPs

+ Variation of LMPs in adjacent
feeders

* Min/Max LMPs

» Effects of LAA in adjacent feeders

[7] Ospina, J., Fobes, D. M., & Bent, R. (2023). On the Feasibility of Market Manipulation and Energy Storage Arbitrage via Load-Altering Attacks. Energies, 16(4), 1670. url:

https://www.mdpi.com/1996-1073/16/4/1670

Feeders
PNNL-R1-12.47-3
(cktr13)

PNNL-R2-12.47-2
(cktr22)

PNNL-R4-12.47-2
(cktrd2)

PNNL-R5-12.47-1
(cktr51)

RTS-24 Bus



https://www.mdpi.com/1996-1073/16/4/1670

Use Case #2: Market Manipulation Studies

Normal

Bus 8

Bus 9

Bus19 &

Bus 8,
9&19

0,020
E\[].[]19
¥0.018
o
=0.017
-9
Z0.016

0.015

0.020
Zo.019
*0.018
i
Zo.017
o
E 0.016

0.015

0.020
o010
Z0.018
~—0.017
o
20016
0.015

0.020
Zo.019
>0.018
“#
=0.017
o
20,016
0.015

cktrl3 cktr22 cktrd2 cktr51
LAA 100%

- L

0.020;
0.019
0.018
0.017
0.016

cktrl3 cktr22 cktr42 ckir51

-

0.015

0.020
0.019
0.018
0.017
0.016

ckirl3 cktr22 ckird2 ckirsl

-

cktrl3 cktr22 cktra2 cktr51

-

0.015

0.020
0.019
0.018
0.017
0.016

cktrl3 cktr22 cktrd2 cktr51

-

cktrl3 cktr22 cktrd2 ckir51

- =

0.015

{008}

cktrl3 cktr22 cktrd2 ckir51

30.055 L —

10.04)
I |
10.03}
: i

cktrl3 cktr22 cktrd2 ckir51

cktrl3 cktr22 cktrd2 cktr51

Box plots for LMPs in the distribution systems

ex10* $ 16,831

5x10*

4x10*

Cost [$]

3x10*
2x10*

1x10*

0% 100% 100% 100% 100% 50% 50% 50% 50%
Normal bus bus bus bus bus bus bus bus
19 8 8,9, 9 19 8 8,9, 9

19 19

Optimal power flow (OPF) costs for the nine scenarios

16 $/MWh — 55 $/MWh
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Thank you
Questions?

Contacts:
« Juan Ospina: jjospina@lanl.gov
 David M. Fobes: dfobes@lanl.cov

6/15/2023
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